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ABSTRACT
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Organizations are rushing to modify their existing business processes to take advantage of the
benefits offered by technology. These organizations are also realizing the increasingly strategic
value of their information technology resources; as a result, they have begun to create executive
positions known as the Chief information Officer (CIO). In many of these organizations, the CIO
is charged with the responsibility of overseeing information technology resources from an
enterprise perspective. In 1996, the President signed what has become known as the Clinger-
Cohen Act. It required major Federal Agencies to establish the position of CIO. As the Army
embarks on transforming itself into a force that is more deployable, more lethal, and more
sustainable, it also becomes more dependent on information technology. This paper identifies
the stated roles of the CIO, and identifies several areas that require additional emphasis. These
areas include developing a greater sense of ownership for information technology resources,
synchronizing the change processes associated with operating and maintaining its information
management systems, and providing a common information technology infrastructure.
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Role of the Chief Information Officer

The old adage, “if it isn’t broken don't fix it,” may no longer be true. On any given day,
one can find a number of previously successful companies that are on the verge of falling by the
wayside. For a variety of reasons, these organizations fail to recognize the changes in their
extemal environment. They fail to understand the changes occurring around them. They fail to
identify strategies to counter their competitors' advantages. They fail to understand how new
technologies can be used to enhance their own capabilities. They ultimately fail to see the need
for change. ,

The Army has suffered from many of the same failings during its 225 years. At times it
has been comfortable with the status quo and has all too often - particularly since the end of the.
Cold War - been placed in situations for which it was ill-prepared. In some cases (some would
argue many cases) the Army did not have the right organizational structures, the right
equipment, or the right capabilities. But, unlike organizations on the verge of collapse, the Army
and its leadership recognized the need for change.

In their October 12, 1999 announcement to the Association of the United States Army,
Secretary of the Army Louis Caldera and the Army Chief of Staff Gen Shinseki unveiled a new
vision for the Army. A vision that described a “force that is more deployable, agile, versatile,
lethal, survivable, sustainable and dominant at every point along the spectrum of operations . . .
We will begin to immediately transform the entire Army into a more dominant and strategically
responsive force.” In many ways, this vision describes a force that is very much different from
today’s Army. The “Vision’s goal is to ensure that the Army fulfills its Title 10 responsibilities in
continuously meeting the National Military Strategy.”

With the unprecedented pace of technical innovation it is a certainty that the strategic
environment in the first half of the 21* century will be very much different from that of the Cold
War Era and will require an Army very different from the Army of today. It will require a land
force that can initiate actions on its own terms, capable of retaining the initiative, building
momentum, and winning decisively at every point along the spectrum of operations.

As a result of recognizing the need to reshape the Army, senior leaders of the Army
developed a plan to transform it. The transformation plan is focused in three major areas:
sustaining the legacy force, creation of an interim force, and developing the objective force.

While there are a number of questions surrounding each of these three forces, there are
also a number of similarities. Each force is dependent on force mulitipliers such as information




dominance, greater lethality, increased survivability, and highly skilled soldiers. Technological
innovation and its adaptation is the defining ingredient for each of the force multipliers the Army
(and DoD in general) hopes to hamess. Accordingly, one of the Army’s key leaders associated
with enabling information dominance and technology adaptation is the Army’s Chief Information
Officer (CIO).

The remainder of this paper will focus on the Army’s CIO. Specifically this paper will
examine the impetus for the creation of the CIO position, restate the roles and responsibilities of
the CIO (as documented in the various legislation and pertinent policy documents), identify and
assess the changes made within the Army as a result of implementing the corresponding policy,
assess similar situations/conditions found in commercial industry, and offer potential lessons to
be learned.

Impetus for the CIO

“This era will be one of accelerating technological change. Critical advances will
have enormous impact on all military forces. Successful adaptation of new and
improved technologies may provide great increases in specific capabilities. Conversely,
failure to understand and adapt could lead today’s militaries into premature
obsolescence and greatly increase the risks that such forces will be incapable of
effective operations against forces with high technology.”

— JOINT VISION 2010

Organizations are rushing to modify their existing business processes to take advantage
of the perceived benefits offered them by implementing information technology solutions. The
Department of Defense (DoD), and specifically the Army, are also following suit. “In FY01 the
Army will spend 24 percent of its appropriated budget on research and modernization efforts.”
Information technology components will be a significant portion of the budget expenditures.

The question at hand is, “What benefits will the Army realize from those expenditures?”
History has repeatedly reminded the information technology community that the actual results of
a development or modernization effort are often very much different than the intended ones. “In
its 1995 study, the Standish Group estimated that $81 billion would be spent on software
projects that would eventually be canceled and an additional $59 billion would be spent on
software projects that were behind schedule.” Unfortunately, much of the Standish Group’s
prediction was correct and the trend continues. As a result, many organizations found
themselves asking why their IT project failed. The research has shown IT projects fail for a
variety of reasons that have both technical and managerial causes. As a result, organizations



are reviewing their internal IT management structures, processes, and procedures in an attempt
to impi'ove the success rate of their IT development and modernization efforts.

Even with the numerous project failures, the role of information technology continues to
grow in importance to organizations. “Over the past four decades the role of information
technology has evolved from a primarily supporting role to an increasingly strategic role.” This
phenomenon can be found in the civilian market place, Federal Government, DoD, and the
Army. The trend is eXpected to continue.

Creation of the CIO Organization

As organizations realized the potential value of their information technology resources,
they began to create executive positions known as the CIO. The CIO often was charged with
the responsibility of overseeing information technology resources from an enterprise
perspective. Again, the executive agencies of the Federal Government followed suite.

In 1996, the President signed what has become known as the Clinger-Cohen Act. It
required major Federal Agencies to “establish the position of CIO having clear authority,
responsibility and accountability for the Agency’s information resources management activities,
and providing for greater coordination among the Agency’s information.” ’

The Clinger-Cohen Act and the appointment of an Agency CIO was intended to solve a
number of problems associated with the écquisition and use of information technology
resources. Specifically, the Clinger-Cohen Act was intended to focus attention on the way
business processes are conducted and to improve these processes before investing in
information technology that supports them. Additionally, the legislation emphasized the need to
avoid investments in new systems for which agencies had not adequately planned, which did
not'work as intended, and did little to improve mission performance. The Act also sought to
eliminate the implementation of ineffective information systems.”

\Mth the creation of the CIO organization comes the recognition of the increasingly
strategic value of the information technology resources in use within the DoD and the Army. To
a lesser degree, the appointment of an Army CIO also indicates that the previous attempts to
utilize IT to increase the Army’s war fighting capabilities have been less than fully successful.
But perhaps the most significant realization is the fact that, in order to continue to meet Title X
requirements, the Army can not continue to utilize its information technology resources in the
same manner it has used them in the past. The Army, as well as many other DoD and Federal




Agencies, can no longer afford to invest in IT without considering the larger enterprise
implications.
In fact, the legislation® requires that the Army develop a centralized process for

evaluating, selecting, and funding IT projects. The legislation also mandates that in the future
the Army must develop systems (both weapon systems and IT systems) that are consistent with
approved enterprise architectures (both DoD and Army). These systems must show a |
significant potential to improve mission performance and/or reduce resource requirements.
Lastly, these systems must be both flexible and adaptable.®

The Army CIO

Today, a close look at any large-scale user of IT will produce several examples of why
that organization needs a CiO. The DoD and the Army are not exceptions to this rule. in 1989,
the DoD initiated its Corporate Information Management (CIM) initiative in an attempt to create
common information technology systems and save billions of dollars. The anticipated savings
were to result from identifying common functional (personnel, logistics, resource management,
etc.) requirements across the DoD. With common functional requirements, the acquisitio’n
communities would modify existing systems or develop new systems and deploy these systems
as replacements for legacy systems. This was a huge undertaking with numerous high-risk
activities. The “DoD’s CIM initiative included several key aspects: (1) corporate/policy/planning,
(2) process and data modeling, (3) process improvement, (4) performance measurement, (5)
standard information systems, and (6) computing and communication infrastructure.”’® Of the
two approaches to meeting the CIM objectives, namely, (1) select the best systems from the
pool of existing systems and then modify them or, (2) reengineer existing processes then apply
technology, DoD choose the first. This approach became know as the migration approach.
The CIM initiative was riddled with management failures. In its 1997 report, the General
Accounting Office (GAQO) found the following:

“of the 363 systems that had been selected for migration, 245 systems had
never been submitted for review. Additionally, most of the systems that were submitted
for this review were approved in the absence of critical technical and programmatic
support. Specifically, about 19 percent were approved without supporting technical
justification and about 54 percent were approved without documents showing that the
functional area had evaluated different options for improving a business area, such as
reengineering. Because all of the migration selections submitted for this oversight have
been approved—whether adequately supported with technical and programmatic
justification or not—this control was essentially meaningless.”"



While the Army was not singled out in the GAO report, it shared in the management
failures. This is but one example of why the DoD and the Army need strong CIOs.

Roles and Responsibilities

The Clinger-Cohen Act mandated that each Executive Agency establish a Chief
Information Officer (CIO) whose primary responsibility would be Information Resources
Management. The Secretary of the Army designated the Director of information Systems for
Command, Control, Communications and Computers (DISC4) as the Army CIO on March 19,
1996."2

The Secretary identified the primary duties of the CIO as developing, maintaining, and
facilitating the implementation of a sound integrated technology architecture for the Army. In
addition, the CIO was charged with the responsibilities of effective and efficient design and
operation of all major information resources management processes, and monitoring the
performance of information technology for the agency. The CIO was also delegated the
oversight authority over all Army information systems.

The DISC4 and Army CIO web pages provide additional clarification of the CIO’s
responsibilities. The CIO web page states the “Army CIO is responsible for all aspects of Army
information management and application of information technology to support mission goals.”"
The DISC4 web page states the CIO “responsibilities include, but are not limited to: the
development, maintenance, and facilitation of the implementation of a sound integrated
technology architecture for the executive agency; the promotion of effective and efficient design
and operation of all major information resource management processes; monitoring the
performance of information technology for the agency; and the assessment of positions and
personnel necessary to achieve the requirements of the information system.”'

Army Regulation 25-1 states the Army’s CIO “responsibilities are: ...principal advisor
to the Secretary of the Army and other Army leadership on all information systems. Provide
oversight of the Army's collection of information ... information dissemination, ... integrate
the budget, program management, and acquisition decisions affecting information
technologies to promote Army efficiency ... Provide the information technology management
strategic planning perspective to the Army strategic planning process to include alignment of
the IT investment strategy with Army strategic vision, goals, and objectives ... Develop and
implement IT performance measurements ... Establish and implement Army-wide IT

architecture.”®




The General Services Administration, in its Guide to Planning, Acquiring, and Managing
Information Technology Systems, defined the “responsibilities of the CIO as: providing advice
and assistance to the head of the agency and other senior agency management personnel to
ensure that information technology is acquired and managed in accordance with law.
Developing, maintaining, and facilitating the implementation of a sound and integrated
information technology architecture for the executive agency. Promoting the effective énd
efficient design and operation of all major information resource management processes for the
executive agency, including improvements to the work processes.”*®

Changes Since Implementation

CIO Vision: An Army that works better and costs less through the smart use of
information and information technology.

—LTG Peter M. Cuviello

In 1996, the Office of the Director of Information Systems for Command, Control,
Communications and Computers was reconfigured in order to satisfy the requirements of the
Clinger-Cohen Act and meet the additional responsibilities resulting from the Secretary of the
Army’s designation of the DISC4 as the Army CIO. The reorganization included integrating the
additional requirements resuilting from the Clinger-Cohen Act (acquisition oversight and
architecture) into the existing DISC4 structure. In cases where it was not appropriate to attempt
to integrate the new requirements within the existing DISC4 structure, separate offices (CIO
Integration Directorate for exainple) were created.

Since the DISC4 restructuring, a number of positive changes have occurred as a result
of the increased emphasis on managing the Army’s IT resources. The DISC4/CIO has updated
a number of policies and regulations associated with the Army Enterprise Architecture,
Knowledge Management, Acquisition Oversight, and IT Performance Management. The
DISC4/CIO continues to refine the IT investment process and the C4/IT investment portfolio,
update the Army Enterprise Architecture, and actively participates in the requirement
development and prioritization process."’

While significant progress has been made in each of these areas, more remains to be
done in order to achieve LTG Cuviello’s Vision.




Role of the CIO in Commercial Organizations

To provide technology vision and leadership for developing and implementing IT
initiatives that create and maintain leadership for the enterprise in a constantly changing
and intensely competitive marketplace.

—Mission of the CIO, Gartner Group Inc.

In many commercial organizations the role of the CIO is gradually changing from one
that was focused on technology planning and implementation to one which is focused on
strategic issues. In its 1998 study of 340 information technology directors, Kron/Ferry
International showed that “the role of the CIO was moving from technical planning and
implementation to strategic planning.”*® In addition, Kron/Ferry concluded that as IT was
increasingly seen as a key to future business, the ClO increasingly became a more important
voice in strategic matters.*

In a study of 1400 members of Gartner’'s Executive Programs, Gartner Group found
“enterprises are placing executives with significant IT responsibilities at higher levels of
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executive decision making.” Gartner went on to state the priorities of the CIOs as “energizing,

enabling, executing, and exploiting.”**

The two studies and much of the trade press seem to present a common picture. As
organizations become more dependent on IT, they are increasingly placing greater
management attention on both the strategic direction of IT within the organization and the need
to continue to exploit its capabilities in order to maintain a competitive advantage. Thi_s can be
found in companies such as General Motors, General Electric, Xerox, and Amoco. Given the
complexities of managing the IT function, these companies have split the task of managing
information technoldgy between the CIO and divisional information officers. In this type of
structure, the CIO is charged with the responsibility of providing a corporate vision for the use of
information technology and the divisional information officers (DIO) are responsible for the
development, implementation, and day-to-day management of information systems that support
the specific needs of the respective business unit.

Using an IT management approach which focuses on centralized planning with
decentralized execution enables organizations to provide a coherent IT vision, via the ClO,
while at the same time allowing the various business units, via the DIO, to focus on the specific
needs of their respective organization. In this type of situation the DIOs are accountable to both
the head of the respective business unit and the CIO. Specifically the DIO is charged with
adding value to the business unit by using IT to enhance the business unit's capabilities. The




DIO is also required to adhere to the enterprise architectural standards and management
policies established by the CIO.

Ona lérger scale, the CIO is responsible for establishing a coherent strategic
information architecture plan, which is linked to the enterprise’s strategic business plan.
Ultimately both the respective business managers and the ClO are accountable for the use of IT
resources to support the organization.

An altemative to the centralized planning with decentralized execution IT management
approach is one which focuses on centralization of all IT activities. Under this type of approach,
the CIO is ultimately responsible for the centralized planning, resourcing, and utilization of the
organization’s |T resources.

Regardless of the how organizations choose to implement a CIO structure, the CIO and
supporting staff are typically charged with the responsibility of technology planning, enterprise
software applications development and maintenance, IT infrastructure development and
maintenance, IT architecture, establishing strategic relationships with key IT suppliers and
consultants, IT training, and ultimately adding value to the organization by linking the use of IT
resources to the respective business.

Lessons from Civilian Practices

Much of the literature concerning the success or failure of CIOs in commercial
organization places great emphasis on where the office of the CIO is located on the
organization chart. There have been countless articles published which expose the idea that if
the CIO does not report directly to the Chief Executive Officer (CEO) the CIO is destined for
failure. But more important than the statements made conceming the significance of the where
in the organizational hierarchy the CIO exists, is the seemingly uniform agreement concerning
the significance of the relationship between the CIO, CEO and other members of the executive
management team. While the literature suggests that many CIOs have not had the impact on
the organization’s bottom line that the senior management team had desired, they are
nonetheless having a positive impact on the organization’s capabilities. The ability of CIOs to
establish themselves as part of the top management team, implement a coherent IT
architecture, and link the use of the organization’s IT resources to the organization’s business
are all key attributes of successful ClIO organizations.

The CIO’s ability to establish a peer relationship with the organization’s senior
management team is often viewed as key to his or her ability to effectively influence how the



organization views the strategic value of its IT resources. When not seen as a member of the
senior management team, the CIO has difficulty building the organizational alliances necessary
to implement sound IT investment strategies and has limited success in bringing the IT strategic
direction in line with the organization’s long term goals.

An additional attribute of successful CIO organizations is their ability to define and
implement a flexiblé IT architecture. The significance of implementing a sound architecture
cannot be overstated. Successful organizations use their IT architecture as a basis for
evaluation of a variety of activities ranging from planning to investment decisions. Without a
robust IT architecture (and the infrastructure it describes) organizations find it difficult to share
information electronically, and may experience numerous problems when attempting to
integrate new or changed business requirements within existing electronic processes.

Perhaps the most significant of the key attributes of successful CIO organizations is the
ability to link the use of the organization’s IT resources to the organization’s business objectives.
In many organizations this is done by creating an environment that involves the CIO in the
development of business plans and the functional owner in the decision process concerning the
expenditure of IT resources. In this situation, the CIO is forced to develop an understanding of
the issues facing the business unit in order to advise the business unit of the advantages and
disadvantages of the potential courses of action. Conversely, the business unit is forced to
weigh the cost of the potential solutions against the overall value created by the IT investment.

Implications of Current IT Policies on Transformation

Technological change may well revolutionize the manner in which the United States
conducts and sustains military operations in the 21 century. But to do this requires utilizing
information technology in such a way as to provide both accurate and timely information at an
affordable price. As the Army embarks on transforming itself into a force that is lighter, more
lethal, and more sustainable, it realizes doing so requires it to look to information technology as
a key enabler. This also requires the Army to look at ways to combine the efficiencies
associated with the ongoing Revolution in Business Affairs with the ongoing changes associated
with the Revolution in Military Affairs. If the Army hopes to be successful in this endeavor, it
must change many of the existing policies and perceptions conceming how it identifies, acquires
and implements information technology.




Current IT Policies

Within the Army, acquisition programs are approved and resourced based on
operational needs. The proposed system must have a clearly identified advocate and user. In
order for the system to be developed and implemented it must meet numerous operational
requirements, deal with existing resource limitations, and comply with existing acquisition
policies. While this process has worked in the past, its future viability is questionable due to the
rapid pace of technological change and increased reliance on commercial products.

Once a system reaches the sustainment phase of it operational life-cycle, it must be
maintained. But the ability to affect significant architectural change once a system is fielded is
severely limited due to the size, complexity, desire to maintain commonality within the system,
and need for interoperability.

The recognized need to continue to develop new, more effective systems (both weapons
and information) while maintaining existing ones, creates a unique challenge for the Army CIO.
If the Army hopes to avoid the problems associated with the DoD CIM initiative? and the
difficulties of achieving year 2000 compliance, then the Army CIO must continue to pursue cross
functional ownership of its IT resources, continue to invest in centralized planning and control,
and continue to develop a common IT infrastructure.

Cross Functional Ownership

“Today we live in a world where information superiority is critical to our survival.”® Due
to the resource constraints (time, people, and funding) and the need for greater information, we
are faced with the need to make more informed choices concerning the weapons and
information systems we choose to develop, implement, and maintain. While the current
budgeting and prioritization processes embraces the concept of cross-functional representation,
it allows for the procurement of information systems under the auspices of each Program
Evaluation Group (PEG). As a result, the ability to accurately resource, implement, and
maintain a flexible IT architecture and common infrastructure is severely limited. This is due in
part to the existing annual funding cycle used within DoD, as well as the ever-changing
resourcing priorities within each PEG.

The existing process allows each functional area (operations, logistics, personnel, etc.)
to submit requirements for new or enhanced systems to the appropriate reviewing organization.
Once recognized, the requirement is eventually prioritized and resourced based on need. Once
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resourced, the requirement is forwarded to the appropriate acquiring organization, and so on
until a system that satisfies the need is implemented. While this is an oversimplification of a
complex process, it reflects the basic steps.

The resulting effect of this process is a general lack of awareness concerning the value
of the information generated by the respective system when shared across functional lines of
responsibility and of the cost associated with creating and managing it. This lack of awareness
only complicates the task of resourcing and maintaining the respective system and the
associated infrastructure that supports it. The resulting affect is an annual cycle of controlled
chaos,'during which the funding needs of each system are explained in terms of new
operational capabilities or the creation of operational deficiencies if the resources are not
provided.

While this process provides the Army the opportunity to annually review its allocation of
resources, it has also allowed it to systematically postpone technology refreshment of key IT
resources until they are on the verge of failure. The allocation of resources dedicated to
achieving year 2000 compliance is an example of this fact.

As the Army seeks to transition to the objective force, the Army CIO must ensure the
ClO Office has not only the cross functional ownership for the IT systems in use, but also cross
functional ownership of the underlying infrastructure and generation of the organizational
commitment to maintain it. Otherwise, the Army’s ability to consistently provide reachback and
split-based operations will be severely limited.

Centralized Planning, Control, and Resourcing

Today our information systems are becorhing so intertwined that changes in one system
can have second and third order affects in another. For example, a regional data processing
center upgrades its computer’s operating system from ABC1 to ABC1.1 (only a minor change
according to the product’s vendors). The data center conducts the appropriate operational test
and all systems work as documented. Three months later version 2 of application 123 is
shipped to the center with instructions to load the upgrade. Personnel from the data center
attempt to install the software upgrade but are unsuccessful. In the meantime, a number of
other applications that run on the same computers as application 123 have been modified to
take advantage of the new capability offered by ABC1.1 and will no longer run on version ABC1
of the operating system. Unfortunately, neither the data center nor the organization maintaining
the 123 software application has the resources necessary to make the operating system and
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123 software application compatible. While fictional, this example illustrates how one seemingly
simple change can have significant operational impacts. The IT resources used within the Army
have suffered from very similar circumstances.

The disconnects conceming the various operational capabilities of information systems
(and their underlying Infrastructure) within the Army point to a renewed need for centralized
planning and control concerning the use of IT resources. The implications of continually
changing priorities combined with the pace of technological change requires the Army to pay
greater attention to resourcing, planning, and executing technology upgrades in order to

maintain interoperability.
Common IT Infrastructure

Commonality: A quality which applies to materiel or systems possessing like and
interchangeable characteristics enabling each to be utilized or operated and maintained
by personnel trained on the others without additional specialized training; and/or having
interchangeable repair parts and/or components.

— Defense Systems Management College

To support present and future requirements, the Army needs a common and coordinated
IT infrastructure. The Army’s IT infrastructure provides the basic foundation for the
development and management of the information systems and information products which the
Army has become dependent upon. Yet, infrastructure development and maintenance is an
area that has continually been under-resourced, with the resulting need for installations to
create and maintain their own IT infrastructure as best they can.

~ But, as the systems become more complex and interdependent, it becomes more costly

and more difficult to manage and sustain multiple versions of the same or similar products. This
has been demonstrated repeatedly in commercial industry and the Federal Government. The
“September, 1999 version of the Federal Enterprise Architecture Framework estimated that
organizations which chose to pursue an enterprise architecture using a systems approach,
rather than a resourced approach, expends 26 times more resources than those which used the
resourced approach.”*

If this estimate proves to be true, the Army will find it very difficult, time consuming, and
very costly to link the activities associated with the Revolution in Business Affairs with the
Revolution in Military Affairs if it does not change the method in which it sustains its IT
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infrastructure. In today's dynamic global environment, as technology advances and operational
requirements change, the IT infrastructure must be constantly updated in order to provide a
basis for future change.

Conclusion

In the past the Army has had ample time to adapt technology to military use. However,
due to the pace of technological change, it is more important than ever before that both political
and military leaders pay special attention to the adaptation of information technology to military
specific purposes in order to maintain a competitive advantage. Accurate, timely, and relevant
information has always been highly sought after by military planners and leaders. Today,
advances in technology have made vast amounts of information relatively inexpensive and
readily available. improvements in the manner in which information is processed and presented
to military leaders may prove to be the deciding factor in future military conflicts. It is because of
these facts that the Army must place greater emphasis on information and the responsibilities of
those who manage it. It must continue to work to develop a cross functional sense of ownership
for its IT resources, continue to make an extraordinary effort to synchronize the change
processes associated with operating and maintaining its information management systems, and
recognize the importance of providing a common IT infrastructure to the enterprise.
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